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Sticky-Fingered
former Spook’s
Story Recounted

By the nature of their work, under-
cover zgents are given wide latitude in
the way they spend the money al-
lotted  for their operations. It's- an
open invitation to steal with little
cnance of getting caught.

This is- the story of one sticky-
Iingered spook who responded to the
invitation with a degree of greed that
i3 impressive even in the world of
clandestine double-dealing. He stole
impartially from the U.S. government,
from his associates and from the dic-
tators with whom he did business.

The swindler is Fdwin Wilson. He
worked with another ex-CIA agent,
Trank Terpil, who was convicted in
ensentia of illegal munitions dealings.
‘Both are on the run after being in-
dicted for illegal arms sales to Libyan

dictator Muammar Qaddafi. Wilson is

hiding out in Tripoli; at least he was
until a couple of weeks ago.

By all accounts, Wilson is a shrewd,
cold businessman who lets neither
sentiment, patriotism nor simple mo-
rality stand in the way of a lucrative
deal. When his mother died several
years ago, he flew off to Libya on

business the next day and missed her

funeral. ~ . :

In his years as a CIA contract -
epent, Wikon cier resited e
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temptation to profiteer or was able to
cover his tracks, He was involved in
the Bay of Pigs fiasco, as well as the
subsequent secret war against Fidel
Castro, which included a cockamamie
scheme to have trained dolphins at-
tach explosive charges to Cuban ships.

"It was when Wilson left the CIA

that opportunity knocked. He joined
the Navy’s supersecret “Task Force

157" a group of about 75 agents who

gathered intelligence around the world
under the cover of export-import op-
erations. T

Wilson’s assimment was to set upa

“front” firm called Consultants Inter-

national, through which agents would

be run and suppiied. It was a joint

CIA-Navy opecation: The Navy gave

the orders, the CIA paid the vent.
Terpil told a confidant that Wilson

* made a fortune from Task Force 137.
Wilson was the paymaster for his

agents, Terpil explained, -and would
charze the government $20,000 a
head, but pay some agents as little as
$11,000 and pocket the difference.
Terpil also said Witson once was
given $70,000 to buy a Soviet mine.
But he never bought it, claiming that
his contact had absconded with the
money, or some such excuse, S
Wilson also made a- bundle from
the then-shah of Iran through his

CIA-Navy front. Sources told my as-.
. sociate Dale Van Atta that Wilson
had particularly good contacts in Iran

during the shah's regime, . including
members of the American group that

advised thq. Iraxﬁan;} on mﬂxtary pur-

-and had to be towed to a Sonth Af-

- 100,000 pairs. He alse sold the fran-

- middle-level government emloys. " -

. ter, Inman disbanded the grmp.... ;"]
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chases. Wilson had access 1 + the “vish!
list” of equipment for avak, the
shah’s dreaded secret polic s, and was
once paid by a private ccatractor tol
eavesdrop electronically ¢ meetings

of Army supply officials 2 the Pen-
won.
- At one point, Wilson arranged”

—for a healthy comm wsion -0
have a fishing vessel, fittei with 3py-
gear, constructed in. Irelard for the'
Iranian Navy. The - 3401 000 boat-
snapped its propeller en ro ite to fran

rican port for repairs. )

.On another occasion, W Tson con-:
tracted with the Iranian mi wary for 9-
million pairs of socks, at 33 1 pair. He.
was paid in full but deli-ersd nly

1ans boots and barbed wire. -

The full extent of Wilson's thievery
may never be known, but h managed
to acquire a 1,500-acre -anch and’
other properties worth millicns of dol~
lars, supposedly while wor dng oy a

Word of Wilson's de redations
eventually reached Adm. lohby R.-
Inman, now the NG.-'2 mn at the
CIA, who was in charge of i ask Force-
157. With the nerve of a bu olar, Wil-
son offered to set up anoth-r, similar._
task force and said he'd he o wet the
necessary funds from Cingrsss if
Inman would grease the skic+ for Wil-.
son’s own companies. The outraged’
admiral responded .by havirg Wilson |
fired from Task Force 157 Soon af- |

P
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By George Lardner il
. i.\'um 1glon poszsmmvnwr N B
;' The C’A has decxded to go under—‘
'g*ounﬂ again. .
. Itismo !onger nec&isary, CIA Dx-
:rec'pr William ' J. Casey announc«l
_m a ‘newsletter circulated :in’. ‘{he
- ‘Bgency Tast week, to spend much
 time Jwtlfymv the agerxcvs actmtxaa
or defendmg the quality. of its work: gy
In his view, “the difficulties of ths;
- past decade ar¢ behind s/ uy]
. Ag a result, contacts with the press
R zmcI pubhc, which have already been
Ceut ‘back, will be’ reduced still fuir-.
thﬂr The CIA’s office of 'public af—
¢ fairs will be “closed end its work as”
“signed to a new section that will-also
ﬁa}te over legislative halson iy 3
S Both assignments -have: kaas ighs
) Ie\ cl status since. disclosures: of CIA
- domestic’ spymg -and other misdeeds
* prompted " va < series - of. executive
i branch - and ‘congressional investiga-.
" tiong in. the. mid-70s, That was a-
ztxme, Casey noted, when.the agency:
; fwea still - éncountering - -considerable
acntxcxsm ih the media and. the Con-i
Ygress and when it wal 1mportant to]
{ fexpend " considerablé “effort] explain.’ 4
- jtg and ‘defending thé agency’s worke.
5 prparently confi dent that a “trust
g’ atmosphere has«retumed ithe’
ECIA' dxrectorhsmd ho' feels’ “the time
““had’ éome :for .CIAZto. feturn to. its
£more? trachtlonal low _publi¢; profile
Zand n leaneriZxbut’ fio less: effective.:
& praence oft Capm)l Hillvis
fhe eta!d*of~ the-officesof., pu
(fairs, smce 1977;~ former. fNavy cap;‘\l

% pprk v Ak
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tain Herbert E. 1letu, reportedly dis-!
'agreed with the decision to down-‘
-grade the: work and “will be- ]eavmg
the agency s a result of the shuffle.
+<The. reorganization_comes_ on: the
heﬁ]s of Cnsey's March orders to halt
“the  dceasional background . briefings
‘that - the CIA ‘had - been ,prowdmg.
-_.rcporterq {sinco’! the » days” of - Allen!
.;DUH%. -Uasey tooks that Btep on. the
' grourids thit the brisfings. took up é'
.lot of time and were not a proper}
undertakmo for an mtellxgence aven«l

oy, .

The CIA’s off' ce of lemslatxve
_counsel, headed by “Fred - Hitz, a;so'
-will / be: downgraded. Its; lcglslatw&
linison. dutzesl, alono'»thh _the publi¢!
mfau-s wmk,‘of Heﬁue staff,,mll be’

taken ‘over by’ bianches .of - a-new|
“office “of policy and- planning’ undsr
{CIA veteran Robert- Mu-Gates.: ‘The:
‘work of drafting legislative propmals
'and zmalyse‘\ will be” turned - ovér to;
{:the CIA’ general counsel's office’ 3.
i Gates awill Feport. d\recﬂy to Ca.uey.
’and CIA Deputy,’ Director - Bobby |
’Inman »He - will: a‘so»remm . his!
3 present dutles a3 {heif. éxecutave staff
dlrecbr for the} mbelhgence comm !

Pn\t«y e 41 '
H-The'c ange “will take éffect tomor-!
 row and could result in a reductlonl
Fin theissuance of public reports and;
studles under -the CIA imprimatur.
Inman “who formerly headed the!
i supersecret«Nahonal Soturity: Ageii-*

Yoyitisiknown to feel -strongly* that

STATINTL
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ssome and inconsistent with roviding.

the policymalrer with a tiw ly, crisp

forceast that mcurporatea charty: de-.

fined 'themahve views” -y

* For’ years there hay ke n So1: e
blttemess in the mtclhfferce comm u-
mty because the natxonal in elligence
est;mates have been predc mmanlly

1
.|
1
\

CIA pmducts with ' diseents fr)mJ

. “other. agencms u;umly relt vated to

footnotes. . <
Casey smd he had decm d t or-

ganize the .cadre of nanox 1 intelli- |

‘gence. officers, who are.in b'tr‘gv of :

- drawing up the estimates; i to a*for- !
“mal National Intelligence Loumxl.i
“The councl will report directly:to !
'Casey and Inman and .the council’s )

1

-

1

chairman, who has yet to te named, '?

“will serve as a’ duﬂf of st& (Wtrx ti.e
other officers. -

*" Staff. writer” M;chqe! C m»r um-

tnbuted to this report s oy

-

et
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LIA Is on the -‘i'-ebtunf

-

. The agency is
destine, covert ¢
according to ag
_ever, i3 suppose
experienced pec
“Sources say £t
a] s0 began in t!

By Michael Getler

Washington Post Staff Writer B

The Central Intelligence Avency,
whose public image and private no-
rale have been buttered during much
of the past decade, appears to be re-
gaining some of its lost money, man- o e ame
power and maneuvering roonT under o et offic
the Reagan administration. - : o ont Mond
In Director William J. Casey, a Con;mittee hond
long-time friend and political adviser that. invetigater

‘to President” Reagan, the agency has , mid-1970s.

perhaps more - clout in the thte- Casey, many

‘House than ever. the agency’s: cl

. In its deputy’ d“"ttor Adm Bobby ment Tast mont}

Ray Inman, the formec chief of the businessman whe

super-secret Natiopal Security Agency, campaign, as Cl

Vthe CIA has one of the nation’s most. caused MUuch grlauuiy umvUgIOUL e ey nee

respec;ted professional intelligence of- _ community. .

ficers to brush up the analytical prod- Hugel has no expenence in spy operations, Sut
uct and keep tabs on technological his post is the most sensitive in the CIA and in-
prowess. Some senior CIA officials yolves overseeing the agency’s entire overseas sp .ing
believe that Casey, 68, may not stay . operations. Many intelligence oificers, active nd
in his post for Reagan's entire four- retired, were aghast at putting an amateur in st h a
year term and that Inman is heir ap- job, while a few others thought it mostly an atte npt
parent, ' to jolt the crusty world of spying with some bus: 1ess

In Vice Premdent Bush, the agency world experience.’

has another godfather at the highest But things have quieted down and cne vet ran
levels of government. Bush, a CIA intelligence officer offers a different way to view the
“director under President Ford: who is, appointment. In this view, Casey, a high-rar ing
according to agency officials, very officer overseeing intelligence operations in Eu ‘ope
proud -of his days at the agency, in World-War II, wants to run the clandestine op-
played a key role during the transition erations himself and wants only a trusted fr end
‘perind in helpmg tum Reagan toward | between him and the operations.

‘the CIA. . ’ Whether this means that CIA eventually wil re-
e turn to its heyday of covert intervention abnoad,
including assassination attempts, as well as it oc- |
casional dabblinv in domestic activities on the f nge |
of its charter, i3 not known. i

While the improvement in the overall sitvati 1 at

CIA i3 seen by many officials as necessary to be ster
U.S..intelligence, the largest problem for the ag: acy,

" Bush, mmders say, convmced a roluctant p1resu~-1
-dem-elect Reagan to let the CIA brief him every
“day on the global intelligence picture — even when ’
"he was in California — so that the president would
~quickly develop a feel for the evolution of events
“rather than be exposed only to special or occasional

£ gituations. -~

++ CIA’s secret, multxbllhon-dollar budget is gomg up
: ;,ubstantxally Though sources say -this actually
began in the final year of the Carter administration

after events in Iran and Afghanistan, it is clear that

“it.will keep going up under Reagan.

“Officials say the agency, for the first tlme in
‘years, has money to hire analytical specialists for
-areas of the world previously neglected for more
linguists, and to pay for more tnps aLroad by an-_
alysts. Lo :

and for the government and citizenry- as well, may
come in keeping the CIA from once again goin; too
far afield within an atmosphere far more cong nial
than that of the mid-1970s.

The-key document that is supposed to d fire !
what the CIA can and cannot do is Executite ( -der
12036, put into effect by President Carter :hree

. years ago as an outgrowth of the Senate comn ttee

Investigation. . >t s SRR Rk s e
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Admiral At The CIA Belicves
In Keeping Public I nformed

By SARAH McCLENDON

The four-star Navy admiral who
now, as députy director of the Cen-
tral Intelligence Agency, holds so
much of the nation’s.fate in his brain
is a great believer in education. Ie
wants the American people to know
whatthe.CIA stands for and what it is
doing. ¥he reason the CIA has fallen
into such depths of criticism, he
feels, is that itleft the people out of its

- informational operation.

Bobby (not Robert) Ray Inman 50
years ago was born in Rhonesboro,
Tex., a town so small he has to tell
you it is between Gilmer, and
Quitman.

He did not come from the naval
academy like most admirals do. He
graduated from the University of
Texas with a B.A. degree in 1950 and
the next year went into the Naval Re-
serve.

Inmanserved in Korea in the Paci-
fic, at the paper war in thwe Pentagon,
the staff war nearthe top in the Navy
and finally in intelligence at the De-
partment of Defense. After 30 years
in intelligence, he became its first
specialist to be chosen admiral. He
talks off the cuff, buthe saysthingsin
simple language that people can
understand.

“We have just flat failed to keep the
country informed at a time of grow-
ing concern,”” he says. “People
should not be taken so lightly. . - -

“What the Soviets do, now that
they have more power than they ever
possessed before,” he says, “will de-
pend on their judgment of U.S. capa-
bilities and the U.S. attitude toward
defense.”

He predicts the Soviet Union| w111
test the United States not in nuclear
war in which “they know the whole
world would lose” but in convention-
al warfare. He sizes up the Soviets as
being “interested in a war they can
win.” In the United States, he thinks
too much emphasis is placed on
strategic planning and not enough on
conventional readiness. .

Inman shows how the Soviets . dv-
anced after World War IL. They be san
to talk about defense of their | eri-
meters by 200 miles, then incre: sed
every few years — to 600 mile:. to|
1,500 miles in 1969, to fleets in the
Mediterranean Sea, the Caribb: *dn,
and Indian oceans, off Vietnam to]
global warfare with the Cubns.
acting as surrogate fighters in A1 co-1
la, to Ethxopxa South Yemen, So::th-|
east Asia again and finally Afghais-|
tan, where, he says, “They used t. 1evr}
own troops asitwastoo expensit ato i
bring in the Cubans.” |

The CIA is now taklng a hard "nok !
ai who the next Soviet leaders nay |
be, since the present leader is ail ng. |

Adm. Inman would like to see'’
more U.S. attention given to the im- |
portance of the worldwide scran: bae
for strategic metals.

The admiral has a different ans ver '
when questioned about the usua: cri-
ticism over the volume of waste nd -
fraud in the U.S. military. Hesay« the
reports usually publicized are tt ose .
adverse ones from the Gen:ral
Accounting Office. For every on- of :
those, he could cite a like nun ber .
showing exceptionally good n an-
agement in the Pentagon.

Fraud, Inman says, is negligibi= in
the Pentagon, but waste is ofter re-
counted. He thinks the militar / is !
better managed and more effic ent
than private industry, citing nurer- |
ous studies to prove this. He wc uld {
like-to -eliminate the ‘“laver uon:

layer” of thinkers in the military »vho |

‘bring indecision to the conferen. es. |
The admiral has another dist nc- |
tion. When confirmed for his r.ew |
appointment by the Senate, he re- |
ceived the support of Edward Fken- |
nedy, the liberal Democrat from Mas- .i
sachusetts, and Jesse Helms, the !
ultra rlghtlst Repubhcan from N« rth

Carolina. L w“
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By Daniel F. Gilmore
United Press International
WASHINGTON -- The Central Intelligence

Agency, under Director William Casey, shows
signs of fading away — not from its mtelhgence’
dutles but from public view.

. Two hints the agency is pulling its cloak
tighter are its decision to halt private britzfings

_‘fn‘r rcporters and the announcement it is “re-

viewing” its array of publicly available publica+
tions to determine which should remain public.

" Orders for the moves were said to have come

“dxrect]y from Casey, chief of secret intelligence

in' the World War II Office of Strategic Servxces
who was a key figure in President hondld Rea-

“gan's campaign org: mnization befoxe taking over

the CIA.
No announcement was made about the end
of the reporters” briefings, which were conduct-

. ed by ClA analysts at the agency’s L. angley, Va.,

headquarters, but a spokesman said, "It is a de-
clsion made in the agency to cope with an impo-
smon on ana}ysts time.

The brlefings requested by reporters gener~

cally involved unclassified material concerning
political and.economic affairs in foreign coun-

tries. The spokesman said 125 such briefings
were conducted. in 1980, dowrx from a hx'fh of

247 in- 1975.°

As for the révxew of unc].issmed publlca—

TI ‘Tﬁpéreved»ﬁor Release 2001[11?3107 CIA-RDP91-00901R000
2O i BOSTON GLoBS
1 Jun=

1981

field Turnec: The office, headed by former Navy !
Capt. Herbert Hetu, has a staff of 14.
According to a statement, the public affairs
office “'still has the responsibility of protecting
(intelligence) sources and ‘methods and preserv-,
ing secrecy but no longer is enCOUraded to say ;
as little as possible about the agency.”’ E
i

i
{

That may.change under Casey, who has yet
to give a formal news conference, although he
has answered questlonb at many public mﬁ:t—
ings.

Cd‘f‘y. 68 s not averse to public appear-'

-ances — in the month of May he spoke publicly

tions, the spokesman said,."there are no pre--

. conceptions on the review. It is a réview,”

The materials — ‘emblazoned: with thé "CIA
symbol - cover such subjects as Soviet oil pro-

. duction, world grain production, Soviet weap-
| ons expenditures and leaders of Communist-

. nated an official -

. area “‘with no little trepidation,” but was forced !

ruled countries. The agency also publishes ex--

cellent “gazeteers, inclu(lmcf dPtaxled maps of
areas in the news.

The briefings for reporters wete arrarn:;ed by

the CIA's Office of Public Affairs, which ‘was es- i

i tablished in 1977 by former CIA director Stans- .

_evolutxon b) ﬂap

six times -.but he keeps hl& distance from re-|
porters.

It also may be sxgmflcant that Casey chbse |
Adm. Bobby Ray Inman as his deputy. lnman{
was the head of an intelligence branch even|
more secrel than the CIA — the National Securi- t»
ty Agency.’ i

The NSA monitors foyeigjn communications '
and codes and protects the security of US sec ret
channels. |

It has never had any contact with the press
and is not even listed in the Congressional | Dln
rectory of government agencies. It is part of the '
Defense Dcpartment and-reportedly has a multi- |
billion-dollar budget, but is not listed in the Den—*
tagon phone book. :

The CIA had no ofﬂce or person responsxble
for answering media queries when it was cre-
ated in 1947. Beginning in 1951, the CIA desig-
initially a military man — to

}

deal with the press.
* The agency, in a statement several years:
ago, sa{d it had moved into the public-affalrs!

by unfoldmd events to become more visible.
“Hard- as- it tried ..: the agency could not
avold the spotlight. Indeed, the public affairs;
fuinction at CIA developed largely In response for
a need for crisis handlmg ~ a kind of ad hoc

- -} RE "'
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The nation’s battered
espionage service is promised
more monegy, manpower,
rotection. Still needed: Cure
for spies’ slumping morale.

America’s foreign-intelligence appa-
ratus, tarnished by scandal and beset
by budget and management problems,
"is on the threshold of a massive re-
building effort.

In prospect: More money, more
manpower aud a renewed emphasis on
clandestine operations abroad.

Behind the effort are William J. Ca-
sey, the director of central intelligence,
and his deputy, Adm. Bobby Ray-In-
rman—two intelligence veterans who
are committed to strengthening not
only the Central Intelligence Agency
but all of the nation’s spy units.

The job will not be easy. Years of
budget cuts have left the agencies short
on manpower and with morale at rock
bottom. The number of workers en-
gaged in overseas missions and analysis,
for instance, has been chopped 25 per-
cent over the past decade.  Linguists
and other experls are especially scarce.

Well-connected pair. But change al-
ready has begun under Casey and In-
man, who are seen as a powerful team.
Casey, a millionaire lawyer, author and
entrepreneur, was Ronald Reagan's
campaign manager and has a close per-
sonal relationship with the President.
Inman is a career intelligence officer—
described by one senator as “the out-
standing intelligence expert in the

\

world”-—who headed the supersecret
National Security Agency during the
Carter administration. )

Convinced that America’s intelli-
gence system 1s very good but not near-
ly as good as it could be, they are asking
Congress for about 10 billion dollars—
an increase of at least 7 percent—to
support the dozen agencies that make
up the foreign-intelligence community.

About a fourth of the secret budget
goes for the battlefield-intellizence sys-
temns used by the armed forces. The rest
supports efforts to keep track of events
throughout the world that could affect
the sccurity or vital interests of the
United States. Of the 10 billion, most is
earmarked for spy satellites and other
intelligence-gathering technology and
relatively little for the CIA itself. .

Despite all the ernphasis on a bigger
budget, however, Casey’s immediate
challenge is to rebuild morale. The
CIA, says its chief, “suffers from institu-
tional self doubt.”

Morale, which began plummeting
amid revelations of intelligence abuses
in the mid-"70s, hit a new low during
Adm. Stansfield Turner’s four years as
President Carter’s intelligence chief.
By one estimate, 2,800 CIA officers re-
tired—many of them prematurely—
during his controversial tenure.

Some observers say that Casey, a
crusty former World War If spymaster,
already has made substantial headway
toward bucking up flagging spirits in
the agency.

“There has been a rebuilding of mo-
rale,” says one former official. “Casey

Powerful ieam takes over. CIA Director Casey, left, has strong links with Reégah White

House, while Deputy Director Inman ranks among world’s foremost intelligence experts.

HMPNSN=ONSON YL NOVIY
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able to correctly judge the catcorme of |
political developments that < ould have -
damaging consequences for :he United
States. Casey acknowledges rhat “often
intelligence is expected t» predict
what course a country will - ike when
the leaders of that country themselves
don’t know what they will d:. next -

During the Iranian revo ation. for
example, the CIA had on t e pavroll -
only one first-rate analyst « n Iranian
politics—a man who had not been able -
to visit the country recently and who -
was hampered by inadequsute reports
of what was happening.

The potential for anoth -t intelli-
gence breakdown is large, s y sources.
There are many countries for -which
the CIA still has no full-tin e analyst.
This means that in times ¢ crisi> an
ay be called

noants on a
country whose language ha does not
speak and that he has never visited.
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Advances in Cryptology |

By WALTERSULLIVAN -~
The Japanese Navy was deleated in
World War II largely becauss Ameri-
can code-breakers had deciphered
Japanese intentions before the pivotal
Battle of Midway. Cryptography
played a key role several other times in
that war. CoonE :

Today, however, itis confronied with

a two-edged ¢risis, and there is some
© deubt that it will ever play so signifi-

cantarole again. .

Some specialists belleve that thanks -
to computers, cryptography has be-:
come so impenetrabie that the days.
when great powers could “‘read each.| .
cther’'s mail’’ may be nearing an end.
. At the same time, as interlocking com-3 -
! puter networks proliferate, secure cod-

" ing systems are becoming essential to
. safeguard the national ecoromy, indi-

- vidual businesses and personal pr- .

Vacy. o

Thesa developménﬁ have led vtbué--
conirontaticn between the National Sa--

curity Agency, responsible for dect-

prering the communications of other:

" radens and safeguarding those of the

United States, and academic special-

ists seeking to meet the needs of the
‘private sector, Although a voluntary
.compromise has been reached, it 1s un-

. clear how wide the compliance will be.

- Some academiciafs contend that in- -
creased Federal control of their work | -

will have g “chilling effect.” Officials

. of the security agency fear that public -
- disclosurs of codin
. increasingly ditfi

systems that are
t to break will give

© away its secrets or enable foreign
. powers to frustrats American code-
- breakingefforts. .. - -

* The Background

" can be made public Is used to encode

* In 1978, Martin E. Hellman of Stan-
- ford University and his colleagues,
Whitfleld Ditfle and Ralph Merkle, con- .
‘public key’’. approach to

ceived a *
cryptography, in which one key that

the information and a second key, kept

gecret, isneeded todecipherit. - . .

At the Massachusetts Institute o
Technology, Ronald L.. Rivest, Adi
Shamir and Leonard Adlernan then

proposed a system employing the
“public key”’ approach. Known as the

© R.S.A. system, it is widely regarded as

unbreakable, given present computer

capabilities. L

In this system the message can be
typed into a computer that converts it
into numbers and alters them, using a
special mathematical key. The recipi-

ent must use another key to retrieve

-

" over from the Maticnal Science Foun-

‘- grants in this area, including one

< intend

: study group

. concern that some Information con- |
" tained in published articles and mono- |
. graphs on cryptography endangered | -
- the mission of N.5.A. and thus the na-
- tional security.” Admiral Inman, who

* Faurer of the Air Force, favored some
~ form of legislated control.

- material as the detailed accounts of.
. public-key crypto,

“trical and Electronic Engineers an
.thenin Scientific American. . T

- reports be submitted to it for approval,

. work. The National Sclence Foundation
‘refers sensitive information developed 1

" defined in a statute. Another approach

. would ba to require prepublication re-

" their invention was made secret. .- - - -
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the original numbers and text. To re-
verse the encoding process without the
degnpherlng key, it is sald, would re-
quire: computer processing lasting
thousands or even billions of years,

Vhen officials of the National Se- |
curity Agency learmed of these develop- |
ments; they feared that the academic
community was arming foreign cryp-
tographers with ways to foil its deci-
phering efforts. They.sought to take

dation the awarding of some research

sought by Dr. Adleman. The agency
also asked the Federal Patent Office to
impose secrecy classliication on some
encoding or volce-scrambling devices
for commercial use, including
one devsloped by Dr. George 1. Davida
of the University of Wisconsin.
Lasgt:year, in response to a sugges-
tion by Vice Adm. Bobby R. Inman,
then the director of the security agen-
cy, the American Council on Education
formed a Public Cryptography Study
Group to explore the. situation. Dr.
Hellman and Dr. Davida were mem-
bersof thastudy group. - - -

For _Control‘

Two years ago, as reported by the
in February, Admiral
Inman *publicly indicated his deep |

103/0Dr:C1ARDP91-00901R

was succeeded by Lieut: Gen. Lincoln

It was argued that foreign powers
were aided by the publication of such

phy that appearsd
in Transactions of the Institute of Elec-

Although some scientists always
voluntarily offer their work for review,
the security agency cannot require that

unless the agency has flnanced the

under {ts grants to the security agency
or to the Intelligence officials of one of
the armed forces. o o
One suggested way to achieve the
control sought by the security agency
would be to make it a crime to reveal
sensitive cryptologic information as

view.. Compensation would be paid
those who suffered financial loss when

The nation 13 becom!ing increaingly !

Against Control ‘

vulnerable to clandestine penet -ation
of {t3 computaer natworks, Inforration !
of commercial value can be ext. acted

without leaving eny evidence ! the
theft. Monsy transactions cin be
manipulated in subtle forms of e mtwez-
zlement. Personal privacy can e in-
vaded. -

According to Michael Dertouz is, di-
rector of M.I.T.’s Laboratory for Com-
puter Science,. hostile agents could
cause chacs by putting false inf>rrna-
tion in the computers that cont: ol the

nation’s monetary systern. Suci haz. i
ards could be avolded by the use of
_cryptographic metheds to prot ct le-

gitimate information and auther icate
additions. . T

It has been argued that develo 'ment
and Introduction of such mettods in the
private sector was more Lmport ant to

the nation than concealing themr from .

for=ign cryptographers. Dr. Ad eman
even suspects that such advanrced
countries as the Soviet Unton «re al-
ready using codes that eanrit be
broken by any forse2able methed 1.

Dr. Davida, however, i3 less cartain

|- of this. Methods like the puble ke y ays-

tem- are not intrinsically undecioher-
able. There I3 always the poss.bility
tnat someone will find a short cu to its
solution, he says. He cdoubts that cryp-
tography will become so undec .pher-

able that the role of the security a zency -

will become obsolata. -
-+ Dissent on Papers

As a member of the study grouu, Dr.
.Davida was the sole dissenter frm its
recommendation for voluntary s bmis-
slon of cryptography papers to t e se-
curity agency. Computer nets, he
wrote, constitute ‘‘electronic wi dows

into the most intimata cetails of peo-

[ 2 -]

ple’s lives.” Even more disturbi1g, he
added, "ls that it is usually imp< ssibla
to know who Is looking in.” Encr ption
canserveasacurtain. . ...

“In a reference to the American Tele-
phone and Telegraph Company, a: well
as other communications comp- nles,
he said the need for such curtain, *is
crystal clear in view of the remar table
insensitivity of the common carri-rs to
the public’s concern about priwv: ey,
Dr. Dertouzos opposes any control over
academic research. *'A university, to
be effective, has to be free,” ha 5-id in

& recent interview. ‘“We are resjonsi-
ble people.” Like many of these work-

ing in this field, he sends his pape ra to
the National Security
however, that this is “for inform ation
only,”' not forclearance. . .-

Dr. Hellman said that i he was per-
suaded that publication of a paper |
would hinder the operations of th= se- |
curity agency more than it woul| ald .|
the private sector he would be wiiling |

0Y6TREO6500270008:9: |

cy. He iays, !
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in the Administration |

The good news for those who were worried about |

the administration totally ualeashing the ClAisthat it
probably won't. The dircctor, Willium Casey, may be
a little confused-—the joke is he's developed elaborate i
plans to drep agents behind enemy lines to help the
French resistance —-but some of his appointments
have been solid. Deputy director B. R. Inman hinted
that he would resign if a proposal to allow domestic
spying went through (it didn’t). And the new general
counsel, Stanley Sporkin, won high marks as a
dogged director of enforcement at the Securities and
Exchange Commission. When Nixon administration .
officials wanted him to pull back from an investiga-
tion of Maurice Stans’s links to Robert Vesco, he
refused. There's reason to hope he’'ll do the same!

should he encounter any CIA charter-busters. . .. ;
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masi‘er Spy

FORT LAUDERDALE NEWS (

June 1981

H ugelﬁs j;io

W ‘\SHINGTON - When CIA Director Wil-
liam Casey appomtod his old friend Max Hugel -
as the agency's chief spy, it sent shock waves of
disbelief through the intelligence community.

It was l:ke*bnnﬂmg in ‘a chiefof naval

Operatxons who-has never been in- ‘the Navy,”-

said a former high- Jevel CIA officfal who' has
joined thelexodus 6f: ‘top-flight talent from’ the
auency in-the la5t severalyears. .
© - Originally! Casey “dppointed the 56-y~=ar old’
Hugel last Feb. 13 as deputy director of admin--
istration —. a move that sent tremors through

the CIA. hecause of Hugel's complete lack of.

experience' in moedern inielligence work. -
7 .2 Then,. early last month, Caséey stunned in-
telhgtnce officials. by appointing Hugel direc-

tor- of operations; a -post ‘perhaps  second- in -

importance. to that of the CIA directorship
itself. Even the, White House was caught by.
. sui prise;, havmg béen- bypassed: in: the usual
political clearance procedures.

What Casey had done was to rlace Huge}

who made millions, after _ World War 1L by~

exporting sewing. machme% ~=.1n charge of the
United States’ cIandestme operatxons.\-

Up to-that. point:“intelligence sources say,

Casey had .made some shrewd decisions in an

.. effort to Tescue the agency from yearb of

T O P @}.....1

declipes - rmweni &

_He had come mto ‘theé- Job determmed to
carry. out Ronald Reagan’s private.directive:
Restore the agency to its former effectiveness.
In that pursuit, Casey has surrounded himself
with top intelligence officers. For” ‘example, he
appointed- Adm. Bobby Ray Inmaq the former
chief of -the I\anonal’SPcunt '@gency to be‘
CCIAL deputy directors? & F YT

lnman is held in high regard as havmo a
razor- 5narp mind, but his expenence has pri-
manly been lzmxted

ana!yt:ca} matters and has had hme to do’ w;th
‘the dark-side of covert operatlonsM e

7 -Indeed, Casey himself, though a highly com-.
peteint manager, ‘has- had: -only " modest “ex-
“perience in intelligence activities, and that was

during World War 11 He came into his present-
post ummtxated in the ways of modern_ in-.

telhpence operatmn:;v S

Thus, among ‘the threé top people runmnﬂ\

the agency, none have had deep ‘experience in "
"“clandestine work —--whxch is t,he paramount
mlssmn of the CIA. de

T e

,'; How then dld Hugel

Tevel. cam ﬂﬁbﬁjgvél

position?;:t

<7

to technolomcal and-

N

[N

‘who'-has absolute[y no knowledoe of lhf} SpY-

3 Hugel had first served as a..ashua coordio*
nator. for. Reagan in the. New F ampsnire pri-
4mary and later was . put in charge of the
3campa|gn natlonalltxes an . mwomtxes
division. . ¥ rmna

g Those.. who worked- w:th" Am b sald he

‘churned. out a Iot ‘of paserw r‘(” ‘but was*

mcapable.of handlmg sensitive Johuc al prob—
lcma:: i AP
“Pérsonally, hewas a- vPry nie:> Jen Ierhan

i said a campaign associate.“He w.s ]U)T m over,
fhxg head when it came to politics ™. .

I “But Hugel had two peoy’e 'n l 5 cdr'xer who v.

adrmred hxm greauy-. Fu’st wa» of course,.

Casey, who'was a longtime irienc and s netgh-

“ bor of Hugel's on Long Island, wn ere the two
‘men maintained summer homes T

Qﬂcond there ‘was William Le. by tha hard-
drzvmg conservative editor of th.- Manchester
Un:g:dLez;der. Loeb was Hugel . patmn and.
. pus relentlessly for his-appe mme':t ]
"high post in the CIA. P to <24

: Thus, when Ca:.ey rea:snoned }’ng,el S prede—':‘}
cessor, CIA careerist John McM: non, to head'
the I\atxonal Forﬂlgn Assessment (e ater, he'
turned to Hugel instead of pu ling an- ex—
‘perienced career officer out. of the agencys
,ranks- ORI R, S Ry

He sent a devabtatmg message to the- agen:q
cys career-. employees,”. said one mte!hgence*
officer..-“It-has had.a -c:usiung effec upon
‘morale here.” = 1. SR ]
i :Over the.dast four years, mor - than 2 700"

~4.a LR —~t, e g

—

e Q- ,';-k ‘i',-x B . .}.4 el L. nd

avents have left the CIA’s clande-tine service -
—partly due to former: Directc » Stansfield
;Turner’s reduction in force and partly because
*oi Congress’, _heavy-handed punishment of the ]
;agency and tbe subsequent exp‘ sure of 1ts
agents.. | : L Lm
:  That, exodus is expected to cc: mnu‘e as a
result _of- Hugel ] appomtment. say- Knowlt
edgeab]e intelligence sources. ~ 3 _ .;\ R

--As one former CIA opeérative p it it: * What
Casey is telling them (career offic ralsy is that
there is no.one technically” qual fied ‘in the’
ranks to head operations as there has been:in,,
the past.” T e FR

-Said za- recent CIA ret ce: “Tta guy who
heads operations should be the mbter spy-for
the United States. ‘In Hugel, we btave 2 man

‘;-4-1 '/

RS ‘,x., LRI

busmess >
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